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USER MANUAL

TECHNICAL CHARACTERISTICS

MATERIAL

Aviation aluminum

CHARACTERISTICS

. Robust design

. Secure keypad password access

. Real-time hardware encryption with 256-bit AES algorithm
. Wear-resistant keypad

. Destroy function

. Hashing: 256-bit SHA

REQUIREMENT TO OS

« Windows 2000 / XP / Vista / Win7/10/11
. Mac OS 10.2 or higher
o Linux .4.22 or higher (such as Ubuntu, Android)

ENVIRONMENT

« Operating temperature: 5°C ~ 40°C
« Working humidity: 20%RH ~ 80%RH
« Storage temperature: -20°C ~ 70°C
« Storage humidity: 10%RH ~ 90%RH

INTERFACE

Type-C

SIZE

97,2 mm x 24,2 mm x 12,7 mm
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PASSWORDS

TWO TYPES OF PASSWORD

ADMINISTRATOR

Supports read and write (default password:112233)

PASSWORD
FALSE : : : . .
PASSWORD Upon entry, all data on the flash drive will be erased, with no possibility of recovery (default password: 332211)
PASSWORD RULES

1 The password can be 6 to 32 digits in length

2 If an incorrect password is entered 5 times in a row, all data will be deleted

3 The password cannot contain 4-digit repeating numbers, for example, 4-4-4-4-4-X-X,

nor can it contain 4-digit consecutive numbers, e.g., (1-2-3-4-X-X)
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MAIN FUNCTIONS

UNLOCKING
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Press the
power button
or connect the
device to a
computer

If you have
entered the
wrong password,
press the power
button to cancel,
and then enter
the password
again

Enter the password.
The left indicator light
will be red, the right
indicator light will flash
green during each
press (default
password is 112233).

As soon as the
correct password
IS accepted, the
device will unlock

LOCKING

In unlock
mode, press
and hold the
power button
for two seconds
to lock the
device

Blocked @B
Unlocked @B

@ Poweron

O Data
muranve  transfer

Pressing
muratve  button




ADMINISTRATOR PASSWORD ENTRY

Press the power
button or connect
the device to a
computer
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Enter your
password. The left
indicator light will
be red, the right
indicator light will
flash green during
each keystroke

Press the key
button. The left
indicator light
flashes blue

As soon as the

password is
accepted. The
indicator light turns
green and the
device is unlocked



FALSE PASSWORD ENTRY

Press the power
button or connect
the device to a
computer
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Enter your false
password. The left
LED will light red, the
right LED will flash
green during each
key press

Press the key
button. The left
indicator light
flashes blue

As soon as the
password is
accepted. The
indicator light will
turn red. All
contents of the
device will be
deleted



FORMATING ON mac0S

After creating a new password, you need to format the device. To do this,
connect the flash drive to your computer

» o ~ ¥ Disk Utility

Untitled volumes

- GUARDDO SD01 Media

Untitled snapst
Untitled - Data

Erase “GUARDDO SD01 Media"?
Erasing "“GUARDDO SDO01 Media® will permanently erase all data store
on it. You can’t undo this action.

i _———

The disk you attached was not & GUARDDO SD01 Media

Name: ' GuardDo

Forma « APFS

APFS (Encrypted)

APFS (Case-sensitive)

Security Options APFS (Case-sensitive, Encrypted)

readable by this computer.

Scheme

Eth Mac OS Extended (Journaled)
Mac OS Extended (Case-sensitive, Journaled)

Ignore

ExFAT
MS-DOS (FAT)

Initialise... Under “format,” select «ExFat»

After the flash drive has
been inserted into the
computer, this
notification will appear. [ (st ——
Click “Initialize” .

undo this action.
Erasing “GUARDDO SDO1 Media” and creating

GuardDo'
Name: | GuardDo /

Format: | APFS

Erase process is complete. Click Done to continue.
Scheme: | GUID Partition Map:

Security Options...

Press “erase” Done
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FORMATING ON WINDOWS

After creating a new password, you need to format the device. To do this,
connect the flash drive to your computer

. . Devices and drives (3) Ermat GUARDDOFLASH (D:) X

v Devices and drives (3)

Local Disk (C:) Local Disk (D:)
= [ ] ] Capacity:
Local Disk (C:) W 103 GB free of 183 GB W 397 GB free of 292 GB O »
I CUARDDOFLASH E) -
v 2 2 -
105 GB free of 163 GB W™ 146 GB free of Open exFAT ~
Network locations (4) Open in new window Allocation unit size

Local DISk {D} Pin to Quick access 32 kilobytes o
I Tum on Bitocker

L T 89.7 GB free of 292 GB Open AutoPlay.. Restore device defaults

E Scan with Microsoft Defender...
GUARDDOFLASH ID-} Give access to > Volume label
‘ Open as Portable Device | GUARDDOFLASH
‘:I GB frEE 'Df 212 GB Include in library > Format options
. Pin to Start )
NE‘th:lfk |l:ll:atll:ll"l'5 |:4} n lNobaBWTh B apXvB... LR
n NobaswnTe B apxwe “Archive.rar”
n lo6aenTb B apxWB W OTNPasBKTb No e-mail...
n NobaewnTe B apxwe "Archive.rar” n otnpasvTs No e-mail
Eject
Insert the Flash into the computer and To start using the disk, you need to format it. To do this, Under “file system” select
select the desired drive click on the selected disk and select the Format option “ExFat” and click start. Flash

Is ready to work
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CHANGE ADMINISTRATOR PASSWORD

Press the power Simultaneously press When the left Start entering the Press the key

button or connect and hold the key indicator light old administrator button to

the device to a button and digit one turns blue, password. The left confirm the

computer for 10-20 seconds. release the indicator will flash password. The
The right indicator key button in red, and the left indicator
light will blink green and digit one right indicator light will flash

and turn off while
held, the left indicator
light will blink red

during each press
in green.

green

Enter a new Press the key Enter the new The password
administrator button to confirm administrator will change and
password, 6 to 32 the new password again. the device will
digits in length. The administrator The left LED will lock after 20
left indicator will flash password. The left flash blue and the seconds

LED flashes blue right LED will flash
green during each
press. Press the key
button to save the

password

green and right
indicator will also flash
green during each
keystroke




RESETTING A FALSE PASSWORD

Press the power Simultaneously press When the left Start entering the Press the key

button or connect and hold the key and indicator light administrator button to

the device to a zero button for 10-20 blinks blue, password. The left confirm the

computer seconds. The right release the key LED will flash red password. The
indicator light will button and and the right LED left indicator
blink green and turn zero will flash green light will flash

off while holding and during each press

will start blinking red

green

Click the key to
confirm the new

Enter the new false
password again. The

Enter a new false
password, 6 to 32

The password
will change and

| |

digits in length. The false password. left LED will flash blue the device will
left LED will flash The left indicator is and the right LED will lock after 20
green and the right a blinking sine color flash green during seconds

LED will also flash indicator

green each time the
keys are pressed

each press. Press the
key button to save the
password




INITIALIZATION

Press the power
button or connect
the device to a
computer

button to
confirm the
password. The
left indicator
light will flash
blue

I Press the key

Simultaneously
press and hold the
key button and the
number nine for
10-20 seconds.
Both indicators will
start flashing red

Enter the new
administrator
password again.
The left LED will
blink blue. Press
the key button to
save the
password

|

Once both
lights turn blue,
release the key
button and the
number nine

Press and hold the
power button to
turn off the flash

Press the number
one to initialize the
device. The left LED
will flash green

Enter a new
administrator
password from 6 to
32 digits. The left
LED will blink green
and the right LED
will also blink green
each time you press
the keys

During the initialization
process the password
and all data will be
deleted.

Make a backup copy
Before processing
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IMPORTANT!

1. If you forget your password, you cannot access the data stored on your device, you must format it.
When you reset the device, the following happens:

 All data is erased

« It needs to be initialized

« You need to set a new administrator password and a false password

2. If the battery is low, you can plug the flash drive into the powered port. It will charge automatically and will take about
two hours (until fully charged). A full battery charge is enough for 10 hours of battery life without connecting to the port.
Even if the battery is low, the flash drive will work when plugged into a port on a computer, laptop or phone.

3. The warranty on the flash drive is exactly one year. If there are any problems with the flash drive
(through no fault of the customer), we will replace the flash drive with a new one free of charge.
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CONTACTS

Click on the app icon and you will have a support chat open up
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https://wa.me/79160805575
https://t.me/GuardDo_bot
mailto:Info@guarddo.ru
mailto:Info@guarddo.ru

